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Important information regarding Spring Framework CVE-2022-22965
April 1, 2022by RealObjects GmbHRealObjects is actively responding to the reported remote code execution vulnerability CVE-2022-22965 in the Spring Framework Java library aka “Spring4Shell” (https://www.lunasec.io/docs/blog/spring-rce-vulnerabilities/). We are investigating and analyzing if and how our products and services may be impacted by this vulnerability.
As of now we have identified, that part of our products (PDFreactor Web Service) might be affected by this vulnerability. The vulnerability is mitigated with the PDFreactor 11.4.6 release (released on 2022-04-01) which contains updated and no longer affected Spring Framework dependencies.

Important: When using PDFreactor as a Java library, you are not affected by CVE-2022-22965.

If you are using an older version of PDFreactor, the vulnerability can be mitigated by the customer by replacing the affected libraries (at your own discretion, list of library files below) in “$InstallDir/jetty/lib/ext/core” with unaffected versions.

spring-aop-5.x.yy.jar

spring-beans-5.x.yy.jar

spring-context-5.x.yy.jar

spring-core-5.x.yy.jar

spring-expression-5.x.yy.jar

spring-web-5.x.yy.jar
For PDFreactor 10.2 we recommend to update to Spring Framework 5.2.20
For PDFreactor versions below 10.2 we recommend to update to the latest major version or at least PDFreactor 10.2 and then replacing the affected Spring Framework libraries as mentioned above.
You can download the required files here: https://repo.spring.io/ui/native/release/org/springframework/spring/
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PDFreactor 11 Hotfix Release 11.6.10 now availableJanuary 11, 2024 - 11:57 am


	


RealObjects PDFreactor aids the digitalisation of administration within the cosinex procurement management systemOctober 18, 2023 - 5:37 pm




Office Hours:
Monday - Friday, 09:00 - 18:00 CET

+49 (0)681 985 790

011 49 681 985 790

(direct dial-in from US/Canada)

 support@realobjects.com
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RealObjects PDFreactor aids the digitalisation of
administration within the cosinex procurement management system


	







Dell Technologies Implements
RealObjects' PDFreactor for Strategic Application


	


Long-standing OEM partnership between RealObjects
and K15t – PDFreactor® leverages Scroll PDF Exporter and enables professionally styled PDF exports
directly from Atlassian Confluence
	


The use of RealObjects PDFreactor® to create
management reports, from a self-developed reporting application to Integrated Data Warehouse (in German:
Integrieter Datenhaushalt - IDH) for the Sparkasse Financial Group
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