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Important PDFreactor Security Advisory
May 27, 2019by RealObjects GmbHA maintenance release for PDFreactor 10 is now available. This release addresses security vulnerabilities that affect all PDFreactor versions prior to this one.
What are the vulnerabilities?
PDFreactor releases prior to 10.1.10722 are vulnerable to server-side request forgery (SSRF; CVE-2019-12153: by Sean Melia of Aon’s Cyber Solutions) and to attacks using XML external entity processing (XXE; CVE-2019-12154: by Sean Melia of Aon’s Cyber Solutions).
How can these vulnerabilities be exploited?
PDFreactor works under the assumption that all content and data (HTML, CSS, JavaScript etc.) it processes comes from trusted sources. However, this may not always be the case depending on your integration. If attackers are able to inject custom HTML, CSS or JavaScript into the content which is processed by PDFreactor, they may be able to gain access to files on the PDFreactor server or private network resources.
XXE can be exploited by specifying external entities in XML files in such a way that they load private files or network resources which is essentially an SSRF attack. In addition, malicious XML can be used for a denial-of-service (DoS) attack via the so called “billion laughs attack”.
How are these vulnerabilities addressed by this release?
PDFreactor now features security settings which can prevent these exploits:
By default PDFreactor no longer loads resources from the server’s file system. There are certain exceptions to this general security rule, so please refer to the chapter “Security” in the PDFreactor manual for a more detailed explanation. This protects against SSRF.
When converting XML documents, PDFreactor will no longer automatically load external XML parser resources, such as DTDs, entities or XIncludes. This protects against DoS attacks using XXE.
Important! Before updating, please refer to the migration guide for more information as these changes might impact the functionality of existing integrations.
Please note that depending on the integration and usage scenario, the security settings of PDFreactor need to be configured appropriately. Please refer to the chapter “Security” in the PDFreactor manual. Also, depending on the integration and usage scenario it might be advisable to configure appropriate outbound firewall rules on the server that runs PDFreactor, to prevent access to internal network resources.
If you have any questions, please contact us at support@realobjects.com or open a support ticket in our helpdesk at support.realobjects.com.
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PDFreactor 11 Hotfix Release 11.6.10 now availableJanuary 11, 2024 - 11:57 am


	


RealObjects PDFreactor aids the digitalisation of administration within the cosinex procurement management systemOctober 18, 2023 - 5:37 pm




Office Hours:
Monday - Friday, 09:00 - 18:00 CET

+49 (0)681 985 790

011 49 681 985 790

(direct dial-in from US/Canada)

 support@realobjects.com
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RealObjects PDFreactor aids the digitalisation of
administration within the cosinex procurement management system


	







Dell Technologies Implements
RealObjects' PDFreactor for Strategic Application


	


Long-standing OEM partnership between RealObjects
and K15t – PDFreactor® leverages Scroll PDF Exporter and enables professionally styled PDF exports
directly from Atlassian Confluence
	


The use of RealObjects PDFreactor® to create
management reports, from a self-developed reporting application to Integrated Data Warehouse (in German:
Integrieter Datenhaushalt - IDH) for the Sparkasse Financial Group
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